1852.225-73 Information Technology Systems from Entities Owned, Directed or Subsidized by the
People’s Republic of China.

As prescribed in paragraph two of this PIC, the contracting officer shall insert a provision substantially the
same as the following provision:

INFORMATION TECHNOLOGY SYSTEMS
FROM ENTITIES OWNED, DIRECTED OR SUBSIDIZED BY THE
PEOPLE’S REPUBLIC OF CHINA
(JUNE 2013) (DEVIATION)

(a) Definitions —

“Acquire” means procure with appropriated funds by and for the use of NASA through purchase or lease.

1. “Entity owned, directed or subsidized by the People’s Republic of China” means any organization
incorporated under the laws of the People’s Republic of China.

“Information Technology (IT) System’ means the combination of hardware components, software, and
other equipment to make a system whose core purpose is to accomplish a data processing need such as the
automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control, display,
switching, interchange, transmission or reception of data. IT systems include ground systems in support of flight
hardware. IT systems do not include—

M Systems acquired by a contractor incidental to a contract;

(i) Imbedded information technology that is used as an integral part of the product, but the
principal function of which is not the acquisition, storage, analysis, evaluation, manipulation,
management, movement, control, display, switching, interchange, transmission, or reception of
data or information. For example, HVAC (heating, ventilation, and air conditioning) equipment
such as thermostats or temperature control devices, and medical equipment where information
technology is integral to its operation, are not information technology systems;

(iii) Services in support of IT systems, such as help desk services; or

(iv) Flight hardware, which includes aircraft, spacecraft, artificial satellites, launch vehicles, balloon
systems, sounding rockets, on-board instrument and technology demonstration systems, and
equipment operated on the International Space Station; as well as prototypes, and engineering or
brass boards created and used to test, troubleshoot, and refine air- and spacecraft hardware,
software and procedures.

(b) Section 516 of the Consolidated and Further Continuing Appropriation Act, 2013 (Pub. L.113-6), requires
NASA’s Office of the Chief Information Officer (OCIO) to assess the risk of cyber-espionage or sabotage of an
information technology (IT) system that is produced, manufactured, or assembled by an entity owned, directed
or subsidized by the People’s Republic of China. By submitting an offer in response to this solicitation, the
Offeror understands and agrees that the Government retains the right to reject any offer or response to this
solicitation made by the Offeror, without any further recourse by, or explanation to, the Offeror, if the
Government determines the Offeror or the equipment or software offered by the Offeror, in whole or in part,
presents an unacceptable risk to national security.



(c) Representation. The Offeror represents that any information technology system offered, except those listed
in paragraph (d) of this provision, is not produced, manufactured, or assembled by an entity owned, directed or
subsidized by the People’s Republic of China.

(d) Information technology system(s) produced, manufactured, or assembled by an entity owned, directed or
subsidized by the People’s Republic of China:

ITEM VENDOR/MANUFACTURER’S COMPANY NAME AND ADDRESS

[List as necessary]

(e) The Contracting Officer will provide the list referenced in paragraph (d) to the NASA Office of the Chief
Information Officer (OCIO) which will assess the risk of cyber-espionage or sabotage and make a
determination if the acquisition of such system is in the national interest. Only items so approved may be
provided under the contract. The Contracting Officer will advise the Offeror if any items are not approved and
may provide the Offeror an opportunity to revise its proposal.

(End of provision)



